@ BAO HIEM VIETINBANK

_DIEU KHOAN VA DPIEU KIEN CHUNG
VE BAO VE VA XU LY DU LIEU CA NHAN

Khach hang déng y ap dung, phdi hop va cam két tuan tha Diéu khoan va diéu kién chung vé
bao vé va xt Iy di¥ liéu ca nhan ctia Téng Céng ty Cé phan Bao hiém Ngan hang TMCP Céng
thwong Viét Nam.

1. NHING QUY BINH CHUNG

1.1. Diéu khodn va diéu kién chung vé béo vé di¥ liéu ca nhan (goi chung 1a “Diéu khoan va
diéu kién chung vé BVDLCN”) la mét phan khong thé tach roi clia cac théa thuan, diéu khoan
va diéu kién chi phdi mbi quan hé gitra Khach hang véi Téng Cong ty C6 phan Bao hiém Ngan
hang TMCP Céng thwong Viét Nam va cac cong ty cé lién quan dén Téng Cong ty C phan
Bao hiém Ngan hang TMCP C6ng thwong Viét Nam (goi chung la “VBI”).

1.2. VBI dé cao va tén trong quyén riéng tw, bdo mat va an toan théng tin ca nhan. Béng
thei, VBI luén nd lwc bdo vé thdng tin ca nhan, quyén riéng tw ctia Khach hang (bao gébm ca
nhi*ng chd thé c6 lién quan cta Khach hang) va tuan tha quy dinh phap luat Viét Nam théng
qua nhirng bién phap bao vé dir liéu ca nhan dap tng va phi hop véi cac tiéu chuan quéc té.
1.3. VBI chi thu thap, x& ly va Iwu trir di¥ liéu ca nhan ctia Khach hang phu hop véi quy dinh
cua phap luat va trong pham vi (cac) théa thuan gitra VBI va Khach hang.

1.4. Bang viéc cung cap di¥ liéu ca nhan cua bén thi ba (bao gbm nhwng khéng gi¢i han
b&i: thong tin ctia ngwdi phu thudc, ngudi cé lién quan theo quy dinh phéap luat, vo/chéng, con
céi va’hodc cha me va’hodc ngwdi giam ho, ban bé, ngudi tham chiéu, bén thu hwéng, ngu i
duwoc Gy quyén, dbi tac, ngudi lién hé, nguwdi lao dong, ngwdi dai dién theo phap luat, ngudi
dai dién theo Gy quyén hodc c& nhan khac ciia Khach hang) cho VBI (sau day goi tat la “Ngwei
lién quan cta Khach hang”), Khach hang cam doan, bado dam va chiu trach nhiém rang: (i)
Khach hang da c6 dwoc sw déng y hop phap cia Nguwdi lién quan ctia Khach hang cho viéc
thu thap, cung cip di¥ liéu ca nhan cho VBI va hoat dong xt ly di liéu ca nhan theo Diéu
khoan va diéu kién chung vé BVDLCN nay, (ii) Khach hang hoan toan chiju trach nhiém vé viéc
VBI x( ly di¥ liéu ca nhan ctia Nguwdi lién quan cta Khach hang ma Khach hang cung cép cho
cac muc dich dwoc néu tai Piéu khoan va diéu kién chung vé BVDLCN nay.

1.5. Phu thudc vao vai trd cha VBI trong tirng tinh huéng cu thé 1a (i) Bén Kiém soat di liéu
ca nhan; (i) Bén X ly di¥ liéu c& nhan; hoac (i) B&n Kiém soéat va xt ly di liéu, VBI sé thuc
hién cac quyén han va trach nhiém twong &ng theo quy dinh cGa phap luat hién hanh.

1.6. Diéu khoan va diéu kién chung vé BVDLCN sé& dwoc wu tién ap dung trong trwérng hop
c6 béat ky xung dét hodc mau thuan nao véi cac thda thuan, diéu khodn va diéu kién chi phéi
mdi quan hé cta Khach hang véi VBI, cho du dwoc ky két trwde, vao ngay hoac sau ngay
Khéach hang chap thuan Diéu khoan va diéu kién chung vé BVDLCN nay.

1.7. Tét ca cac quyén va nghia vu clia VBI va Khach hang tai Diéu khoan va diéu kién chung
vé BVDLCN nay sé& khong thay thé, chdm dut hodc thay déi, nhung sé 1a céng don vao cac
quy&n ma VBI va Khach hang dang cé & bét ky van ban nao va khéng mét diéu khoan nao
trong Diéu khoan va diéu kién chung vé BVDLCN nay ham y han ché hoac x6a bd béat ky
quyén nao trong sb cac quyén cla VBI.

2. GIAI THICH T NG

2.1. “Dir liéu ca nhan” 1a di¥ liéu s hodc théng tin dwéi dang khac xac dinh hodc gilp xac
dinh mét con nguwdi cu thé, bao gébm: di¥ liéu ca nhan co ban va div liéu ca nhan nhay cam.
2.2. “Xtrly dir liéu ca nhan” 1a hoat dong tac dong dén di liéu ca nhan, bao gdm mét hodc
nhiéu hoat ddng nhw sau: thu thap, phan tich, téng hop, ma hoa, gidi ma, chinh stra, x6a, hay,
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khir nhan dang, cung cép, céng khai, chuyén giao dir liéu ca nhan va hoat déng khac tac dong
dén di¥ lieu ca nhan.

2.3. “Khach hang” la t& chirc, ca nhan tiép can, tim hiéu, dang ky, st dung hoac c6 lién
quan trong quy trinh hoat ddng, cung cap cac san pham, dich vu cda VBI.

2.4. “Téng Cong ty C6 phan Bao hiém Ngan hang TMCP Céng thwong Viét Nam” bao
gdm tru s, phong giao dich, chi nhanh, Céng ty con, Céng ty thanh vién, cong ty lién két cta
VBI.

DPé lam rd hon, cac tiv nglr nao chwa dwoc gidi thich tai Diéu nay sé dwoc hiéu va ap dung
theo phap luat Viét Nam.

3.  LOAIDILIEU CANHAN BUQC XU LY

Tuy thudc vao ban chét ctia san pham, dich vu Khach hang yéu cau VBI cung cép va/hodc xi
ly va twong tac clia Khach hang véi VBI, VBI phai va/hodc dwoc yéu cau phai thu thap, xi ly
cac loai di¥ liéu ca nhan cda Khach hang va Ngudi cé lién quan ctia Khach hang nhw dwéi day:
3.1. Dirliéu ca nhan co ban bao gém:

a. Ho, chir dém va tén khai sinh, tén goi khac (néu co);

b. Ngay, thang, nam sinh;

C. Gidi tinh;

d. Noi sinh, noi dang ky khai sinh, noi dang ky thwéng trd, noi dang ky tam trd, noi & hién
tai, qué quan, dia chi lién hé;

e Qudc tich;

f Hinh anh cla ca nhan;

g.  Sb dién thoai, sé dinh danh c& nhan, s ho chiéu, sé gidy phép lai xe, sb bién sbé xe;

h Tinh trang hon nhan;

i Théng tin vé méi quan hé gia dinh (cha me, con, vo, chéng);

j Théng tin vé tai khoan sbé clia ca nhan;

k. Cac thong tin khac gan lién véi mot con ngum cu thé hodc giup xac dinh mét con nguoi
cu thé khéng thudc quy dinh tai Diéu 4 Nghl dinh sé 356/2025/ND-CP ngay 31/12/2025.

3.2. Dirliéu ca nhan nhay cam bao gém:

a. D lieu tiét 16 ngudn gdc chang tdc, nguén gbc dan toc;

b Quan diém vé chinh tri, tén gido, tin ngwéng;

c Thong tin vé d&i sbng riéng tw, bi mat ca nhan, bi mat gia dinh;

d Tinh trang strc khoe;

e D liéu sinh tréc hoc, dac diém di truyén;

f. D liéu tiét 16 doi sdng tinh duc, xu hwéng tinh duc cia ca nhan;

g. D@ liéu vé toi pham, vi pham phap luat dwgc thu thap, Iwu trlr béi cac co quan thyec thi
phap luat;

h Vi tri cGia ca nhan dugc xac dinh qua dich vu dinh vi;

i Théng tin t&n d&ng nhap va mat khau truy cap tai khoan dinh danh dién ti cia ca nhan;
hinh anh thé can cuwdc, thé can cwdc cbng dan, chirng minh nhan dan;

J- Tén dang nhap, mat khau truy cap cla tai khodn ngan hang; thdng tin thé ngan hang,
dr liéu vé lich st giao dich cda tai khodn ngan hang; théng tin tai chinh, tin dung va céc théng
tin vé hoat dong, lich st giao dich tai chinh, chirng khoan, bao hiém ctia khach hang tai cac
t6 chire tin dung, chi nhanh ngan hang nwéc ngoai, td chire cung tng dich vu trung gian thanh
toan, chirng khoan, bao hiém, cac té chirc dwoc phép khac;

K. D@ liéu theo ddi hanh vi, hoat dong st dung dich vu vién thong, mang xa hoi, dich vu
truyén théng trwe tuyén va cac dich vu khac trén khéng gian mang;

. D@ liéu c& nhan khac dwoc phap luat quy dinh can gitr bi mat hodc can co bién phap
bao mat chat ché.
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4. CACH THUC THU THAP DY LIEU CA NHAN

4.1. VBI c6 quyén nhwng khéng cé nghia vu thwe hién thu thap dir liéu ca nhan ctia Khach
hang, Ngu®i co lién quan ctia Khach hang bang cac phwong phap sau day: ghi chép, nhap
dir liéu trén phwong tién dién t&v, ghi am cac chi dan hodc thong tin bang I&i néi, ghi hinh, cdng
chirng, vi bdng va cac phuong thire thu thap khac ma VBI cho rang phu hop.

4.2. Khéach hang dong y dé VBI thu thap tric tiép hodc gian tiép nhivng di liéu ca nhan tw
Khéach hang, Nguwdi c6 lién quan ctia Khach hang, va tr méot hodc mot sd cac ngudn nhw duoc
liét ké dwdi day, bao gdm nhung khéng gidi han:

a. Thoéng qua quan hé duoc thiét 1ap gitra VBI va Khach hang khi Khach hang st dung cac
san pham, dich vu ctia VBI ho&c tham gia vao cac chwong trinh, hoat ddng hop phap cta VBI;
b. Tl cac nén tang dién tlr, cac trao dbi qua gap truc tiép/qua thu/dién thoai/trw tuyén/bat
ky lién lac dién t&r nao khac, cac twong tac qua mang xa héi hoac cac céng nghé thu thap div
liéu khac.

c. T cac nha cung cép, bén cung cap dich vu, dbi tac, bén lién két va cac bén thi ba cé
lién quan dén hoat déng kinh doanh cta VBI;

d. T cac bén thir ba c6 quan hé véi Khach hang, nhw ngudi st dung lao déng, ddng sé&
hiru tai khodn, bén bao Ianh, bén cung cap bién phap bao dam; bén giao dich;

e. Tw Cuc Quan ly Giam sat Bao hiém - Bd Tai Chinh hodc cac co quan cé thdm quyén
khac tai Viét Nam;

f. T hoat dong phan tich cac hoat dong ctia Khach hang trong qua trinh sir dung cac san
pham, dich vu tai VBI;

g.  Tw nhirng nguén ctia bén thir ba, ma Khach hang déng y viéc chia sé/cung cap dir liéu
ca nhan, hoac nhirng ngudn ma viéc thu thap dwoc phap luat yéu ciu hoac cho phép.

5.  MUC PICH XU LY DI LIEU CA NHAN

5.1. Khach hang déng y rang VBI c6 thé xt ly dir li&u ca nhan cho mét hoac nhiéu muc dich
sau day:

a.  Xac minh tinh chinh xac, day di cta cac thdng tin dwoc Khach hang cung cip; xac dinh
hoac xac thwc danh tinh ctia Khach hang va thwc hién quy trinh xac thwc khach hang; cap
nhat thoéng tin ca nhan;

b. X ly viéc dang ky, yéu cau ctia Khach hang dbi véi bat ky san pham va dich vu nao do
VBI dé& xuét hodc cung cap;

c.  Cung cép cac san pham, dich vu bdo hiém VBI dwoc kinh doanh; x& ly, phan héi cac
thac méc, khiéu nai va gidi quyét cac yéu cau bdi thuweng, cac tranh chép:;

d. Lién hé v&i Khach hang nham trao ddi thdng tin, giao cac héa don, cac bao cao hodc
cac tai liéu khac cé lién quan;

e.  Théng bao cho Khach hang céc théng tin vé quyén loi, thay ddi cac tinh nang cla san
pham, dich vu;

f.  Quan ly va danh gia cac hoat dong kinh doanh bao gém thiét ké, cai tién va nang cao
chét lwong cac san pham, dich vu ctia VBI hodc thuyc hién cac hoat déng truyén théng tiép thi;
g. Lap cac bao cdo tai chinh, bao cao hoat déng hoac cac loai b4o céo lién quan khac theo
quy dinh phap luat;

h.  Tién hanh kiém tra v&i co quan dang ky chan cudc goi hodc twong tw (néu co);

i Thwe hién nghién clru thi trwéng, khao séat va phan tich di liéu lién quan dén bét ky cac
san pham, dich vu nao do VBI cung cép (du dwoc thwe hién béi VBI hay mot bén thir ba khac
ma VBI hop tac) ma co thé lién quan dén Khach hang;

j- Thwc hién hoat ddng chdm séc khach hang, bao gdm nhwng khéng gisi han viéc lién hé
véi Khach hang dé meéi tham gia vao cac cudc khdo sat danh gia vé chat lwong san pham, dich
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vu hay dé cung cép cac chwong trinh khuyén mai, wu dai cho khach hang thwong xuyén, cai
thién quy trinh cung c4p céac dich vu sau ban hang va téng cwéong trai nghiém ctia khach hang:
K. S dung hinh &nh va théng tin ctia Khach hang, Ngwoi c6 lién quan ciia Khach hang da
chia sé (bao gdbm nhwng khéng gi¢i han thong tin vé& qua trinh tham gia bao hiém, qua trinh
bdi thweng va céac y kién, danh gia ctia Khach hang trong qua trinh st dung san pham), dé
lam tw liéu truyén thoéng vé vai tro cGa bao hiém trén cac phwong tién truyén théng dai chang.
l. Bao vé lgi ich hop phap cta VBI va tuan tha cac quy dinh phap luat lién quan;

m.  Ngéan chan hoac giadm thiéu mbi de doa dbi véi tinh mang, strc khde cla ngudi khac va
lgii ich cbng cong;

n. D& dap tng, tuan tha cac chinh sach ndi bd ctia VBI, cac thu tuc va bat ky quy téc, quy
dinh, hwéng dan, chi thi hoac yéu cau dwoc ban hanh béi Co quan nha nwéc cé thdm quyén
theo quy dinh phap luat;

0. Dé danh gia bt ky yéu cau mua lai, tién hanh giao dich mua lai, chuyén giao viéc kinh
doanh va/hoac tai san, chuyén giao hodc chuyén nhwong quyén, loi ich hodc nghia vu theo
(nhirng) hop ddng gitra Khach hang véi VBI;

p. D& bao vé hoac thuc thi cac quyén cta VBI, bao gébm viéc dé thu cac khoan phi, 1& phi
va/hodc dé thu hdi bat ky khodn ng nao, theo bat ky théa thuan nao gitra Khach hang va VBI;
gq. Cho céac bén cung cép dich vu, déi tac cia VBI dé thwc hién dich vu cho Khach hang
ho&c VBI nhu: t& chirc/cong ty giam dinh, thdm dinh gia, co s& y té, don vi stra chiva, doanh
nghiép nhan/nhwong tai bao hiém...;

r.  Cho b4t ky muc dich nao khac dwoc yéu ciu hodc cho phép bdi bat ky luat, quy dinh,
hwéng dan va’hodc cac Co quan nha nwéc c6 thdm quyén, cac don vi kiém toan doc lap;

s.  Dé thuc hién cac hoat dong khac cé lién quan dén viéc cung cap, van hanh, x& ly va
quan ly cta VBI ddi véi cac san pham, dich vu cho Khach hang;

t. DPé phuc vu cac muc dich khac cé lién quan dén hoat ddng kinh doanh cta VBI ma VBI
cho la phu hop tai tirng thoi diém:;

u. Céac muc dich hop ly khac cd lién quan dén nhixng muc dich dwoc néu trén.

5.2. VBI sé& yéu ciu sy cho phép tlr Khach hang trudc khi st dung div liéu ca nhan cda
Khéach hang cho muc dich khac ngoai cac muc dich da dwoc néu tai Diéu khoan va diéu kién
chung vé BVDLCN.

6. XU LYDUWLIEUCA NHAN TRONG MOT SO TRUONG HOP DAC BIET

6.1. VBI sé c6 thé ghi am, ghi hinh va x& ly di¥ liéu ca nhan thu thap dwoc tlr camera quan
sat (“CCTV”) tai cac khu vuc c6 I&p CCTV (bao gdbm nhwng khéng gi¢i han béi khu vuc &
hanh lang, khu vuec 16i ra/ldi vao,...) pht hop véi cac yéu cau dadm béo an ninh trong hoat déng
VBI va cho Khach hang theo quy dinh clia clia phap luat. Tuy nhién, VBI dam bao sé cé
phwong thirc théng bao phu hop dén Khach hang theo ding quy dinh ctia phap luat.

6.2. VBIIudn ton trong va bao vé di¥ liéu ca nhan cda tré em. Trwdc khi xtr ly div liéu ca nhan
cha tré em, VBI sé thyc hién xac minh tudi cla tré em va yéu cau sy dong y cda (i) tré em
va’hoac (ii) cha, me hoac ngudi gidm hd cua tré em theo quy dinh ctia phap luat.

6.3. Bén canh tuan thi theo cac quy dinh phap luat cé lién quan khac, déi vai viéc xir ly di
liéu ca nhan ctia ngudi bj tuyén bd mét tich/ ngwdi da chét, ngudi bi mat hodc han ché nang
lwc hanh vi dan sy, ngwoi cé khé khan trong nhan thiec, lam chad hanh vi, VBI sé phai dwoc
sy déng y ctia mdt trong sb nhirng ngudi cé lién quan theo quy dinh cta phap luat hién hanh.

7.  VIEC CHUYEN GIAO VA CHIA SE DI LIEU CA NHAN

7.1. Nham thwc hién cac muc dich va hoat ddng xt ly di¥ liéu ca nhan tai Diéu khoan va diéu
kién vé BVDLCN nay, VBI c6 thé chia sé, cung cap hodc chuyén giao di¥ liéu ca nhan cda
Khach hang va/hoac Nguwoi c6 lién quan cia Khach hang, cho mét hoac cac bén dwéi day:
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a.  Céc cong ty va/hodc cac td chirc trong Téng Cong ty C6 phan Bo hiém Ngan hang
TMCP Céng thuwong Viét Nam;

b.  Céc daily bdo hiém dwoc Gy quyén cla VBI;

c.  Doanh nghiép tai bao hiém:;

d.  Doanh nghiép cung cép dich vu phu tro bao hiém;

e.  C&c bén thir ba co6 lién quan dén viéc quan ly hop déng bao hiém va/hoac yéu cau giai
quyét quyén lgi bao hiém nhw: bén mua bao hiém, ngwdi dwoc bdo hiém, ngudi thu hwéng
va/hodc nguoi thira ké cla nhirtng ngwdi nay; bén hé tro' giai quyét quyén loi bdo hiém, cac
co s& y t&, chuyén gia y té, don vj stra chiva, cong ty giam dinh, thdm dinh gia va cac cb van
cua chung toi;

f.  Céac nha thau, nha cung cap dich vu hoac bén thir ba theo bat ky hop ddng/thda thuan
ho&c cam két nao khéac gitra bén thir ba va VBI nham hd tro hoat dong kinh doanh hodc thuc
hién cac nghia vu, trach nhiém ctia VBI. Cac bén thir ba nay cé thé bao gébm nhwng khéng
gi¢i han: nha cung cip phan thwéng, nha cung cap qua ting, cac bén déng thwong hiéu,
chwong trinh khach hang than thiét, cac nha quang céo, té chirc tlr thién hodc té chire phi loi
nhuan; té chirc tai chinh, td chirc cung ng dich vu trung gian thanh toan, bén cung cép dich
vu cdng nghé théng tin (hé théng phdn mém...), dich vu dién toan dam may, dich vu cbé van,
phap 1y, ké toan, kiém toan, dich vu lwu trir va quan ly hd so, dich vu chiv ky sé va xac thuc
dién t, dich vu bwu chinh, dich vu in &n ... va cac dich vu khac lién quan dén hoat déng cla
VBI va/hodc viéc cung cap bat ky san pham, dich vu nao cia VBI cho Khach hang;

g. Céac co quan nha nwéc ¢ thdm quyén tai Viét Nam (bao gdm nhwng khéng gi¢i han
nhw B6 Tai chinh, co quan canh sat diéu tra, Ngan hang Nha nwéc Viét Nam, co quan thanh
tra, kiém toan...) hoac bat ky bén thir ba ma VBI dwoc phép hoac bat budc phai tiét 16 theo
quy dinh phap luat ctia bat ky quéc gia.

h.  Cac co quan gidi quyét tranh chip nhw: trung tam hoa gidi; trung tam trong tai; toa an;
co quan thi hanh an.

i Hiép hoi bao hiém Viét Nam:;

j. Bét ky ca nhan co lién quan dén viéc thuc thi hodc duy tri bat ky quyén ho&c nghia vu
nao theo (cac) théa thuan gitra Khach hang véi VBI;

k.  Cac bén thir ba ma Khach hang déng y hodc VBI c6 co s& phap ly dé chia sé di liéu ca
nhan cua Khach hang.

7.2. Ngoai ra, cac td chire riéng |1& thudc Téng Cong ty Co phan Bao hiém Ngan hang TMCP
Co6ng thwong Viét Nam, thwong nhan va déi tac chién lwoc cta VBI ¢co thé lién hé véi Khach
hang vé cac san pham, dich vu va wu dai ma VBI tin rdng Khach hang c6 thé quan tam hoac
mang lai lgi ich tai chinh cho Khach hang.

7.3. Mat khac, VBI sé xem di liéu ca nhan cia Khach hang la riéng tw va bi mat. Ngoai cac
bén da néu & trén, VBI sé& khong tiét 16 dir liéu ctia Khach hang cho bét ky bén nao khéc, triy
cac trwong hop:

a.  Khicé sy ddng y ctia Khach hang:;

b.  Khi VBI dwoc yéu cau hodc dwoc phép tiét 16 theo quy dinh phap luat; hodc theo quyét
dinh ctia co quan nha nuéc c6 thdm quyén;

C. Khi VBI chuyén giao quyé&n va nghia vu theo (cac) thda thuan gitra Khach hang va VBI;

8. CHUYEN GIAO DU LIEU CA NHAN RA NU'O'C NGOAI

8.1. Nham thyc hién muc dich xt ly di liéu ca nhan tai Diéu khoan va diéu kién vé BVDLCN
nay, VBI c6 thé phai cung cép/chia sé di¥ liéu ca nhan cla Khach hang dén cac bén thi ba
lién quan cla VBI va cac bén thir ba nay c6 thé tai Viét Nam hodc bat ct dia diém nao khac
nam ngoai lanh thé Viét Nam.
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8.2. Khi thwc hién viéc cung cép/chia sé dir liéu ca nhan ra nwéc ngoai, VBI sé yéu cau bén
tiép nhan dam bao rang di¥ liéu ca nhan cta Khach hang dwoc chuyén giao cho ho sé bao
mat va an toan. VBl ddm bao tuan thi cac nghia vu phap ly va quy dinh lién quan dén viéc
chuyén giao di¥ liéu ca nhan ctia Khach hang.

9. QUYEN VA NGHIA VU CUA KHACH HANG LIEN QUAN DEN D LIEU CA NHAN
CUNG CAP CHO VBI

9.1. Khéach hang cé cac quyén sau day:

a. Duoc biét vé hoat dong xt ly di¥ liéu ca nhan;

b.  Dbéng y hodc khéng ddng y, yéu cau rat lai sy ddng y cho phép xt ly di¥ liéu ca nhan;

C. Xem, chinh stra hodc yéu ciu chinh stra di¥ liéu ca nhan;

d.  Yéu cau cung cép, x6a, han ché xt ly di¥ liéu ca nhan; givi yéu cau phan dbi x& ly di
liéu ca nhan;

e.  Khiéu nai, t6 céo, khai kién, yéu cau bdi thuwong thiét hai theo quy dinh clia phap luat;
f.  Yéu ciu co quan c6 thAm quyén hodc co quan, té chirc, ca nhan lién quan dén xa ly
di¥ liéu ca nhan thyc hién cac bién phap, giai phap bao vé di¥ liéu ca nhan ciia minh theo
quy dinh cta phap luat.

9.2. Trong pham vi phap luat cho phép, Khach hang c6 thé thuc hién cac quyén ctia minh
bang cach lién hé v&i VBI theo théng tin dwoc cung cap tai Diéu 13 cta Diéu khoan va diéu
kién chung vé BVDLCN nay.

9.3. VBI, bang sw nd lwc hop ly, sé thwe hién yéu ciu hop phap va hop 1é tir Khach hang
trong khoang thei gian luat dinh ké t khi nhan dwoc yéu cau hoan chinh va hop 1& va phi xt
ly lien quan (néu cd) tr Khach hang, tuy thudc vao quyén cta VBI dwoc vién dan dén bat ky
sw mién trir va/hodc ngoai Ié nao theo quy dinh phéap luat.

9.4. Trong trwéng hop Khach hang rdt lai sy déng y ctia minh, yéu cau x6a div liéu va/hodc
thwe hién cac quyén c6 lién quan khac déi véi bat ky hodc tat ca cac dir liéu ca nhan ctia Khach
hang, yéu cau cé thé khéng dwoc thue hién néu phéap luat khéng cho phép; tuy thudc vao ban
chét yéu ciu ctia Khach hang, VBI c6 thé sé& xem xét va quyét dinh vé viéc khong tiép tuc cung
cap cac san pham, dich vu ctia VBI cho Khach hang. Cac hanh vi duwoc thue hién bdi Khach
hang theo quy dinh nay sé& dwoc xem la sy don phuong chdm dit tir phia Khach hang cho bét
ky méi quan hé nao gitra Khach hang véi VBI, va hoan toan co thé dan dén sy vi pham nghia
vu hodc cac cam két theo hop dong gitra Khach hang véi VBI, déng thi VBI bdo lwu cac quyén
va bién phap khéc phuc hop phap cta VBI trong nhirng trwérng hop dé. Theo d6, VBI sé khéng
chiu trach nhiém dbi véi Khach hang cho bét ky tén that nao phat sinh, va cac quyén hop phap
cta VBI sé dwoc bdo lwu mot cach rd rang déi véi viéc gidi han, han ché, tam ngirng, hay bd,
ngan can, hoac cAdm doan do.

9.5. Vi muc dich bao mat, Khach hang c6 thé can phai dua ra yéu cau ctia minh bang van
ban hoac sir dung phwong phap khac dé chirng minh va xac thye danh tinh ctia Khach hang.
VBI c6 thé yéu ciu Khach hang xac minh danh tinh trwde khi xt ly yéu cau ctia Khach hang.

10. BIEN PHAP BAO MAT DU LIEU CA NHAN

10.1. VBI xem céac di¥ liéu ca nhan cla Khach hang nhw la tai san quan trong nhét cta VBI va
VBI ddm b&o tinh bao mat, an toan, tuan tha phap luat, han ché cac hau qua, thiét hai khdng
mong mudn cé kha nang xay ra (bao gdm nhwng khéng gi¢i han: rd ri div liéu hoac xa ly div
liéu khéng phu hop gay tén hai dén quyén va lgi ich hop phap ctia Khach hang). Trach nhiém
bao mat di liéu ca nhan cGa Khach hang la yéu cau bat budc VBI dét ra cho toan thé nhan
vién.

10.2. VBI thwc hién trach nhiém bao vé dir liéu ca nhan theo quy dinh cta phap luat hién hanh
tai Luat Bao vé D liéu ca nhan 2025, Nghi dinh sb 356/2025/ND-CP va cac van ban stra dbi,
bd sung va huéng dan thi hanh tai tirng thei ky véi cac phwong phap bdo mat theo tiéu chuan
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qudc té va thwong xuyén xem xét va cap nhat cac bién phap quan ly va ky thuat khi x ly div
liéu ca nhan cta Khach hang (néu cé).

11. LUU TRU DU LIEU CA NHAN

11.1. D liéu ca nhan cda Khach hang do VBI Iwu trir sé dwoc bao mat. VBI sé thyc hién cac
bién phap hop ly dé& bao vé dir liéu ca nhan ctia Khach hang.

11.2. VBI sé& ap dung cac tiéu chuan quéc té vé bao mat dir liéu ctia Téng Cong ty C6 phan
Bao hiém Ngan hang TMCP Céng thwong Viét Nam trén co s& dam bao phu hop véi quy dinh
phép luat hién hanh.

11.3. VBI lwu tri¥ di liéu ca nhan ctia Khach hang trong khodng thoi gian can thiét (ti thiéu
10 nam) dé hoan thanh cac muc dich theo Diéu khoan va diéu kién chung vé BVDLCN nay,
trir khi thoi gian lwu triy di liéu ca nhan 1au hon dwgc yéu cau hodc cho phép béi cac quy
dinh phap luat hién hanh.

12. SUADOI

VBI c6 thé stra ddi, cap nhat hodc diéu chinh cac diéu khoan cuta Diéu khoan va diéu kién
chung v& BVDLCN nay tuy tirng thdi diém. Théng bao vé bat ky sy stra dbi, cap nhat hoadc
diéu chinh nao sé& dwoc cap nhat, dang tai trén trang dién t&r cGa VBI: https://myvbi.vn va/hodc
thong bao dén Khach hang théng qua cac phwong tién lién lac khac ma VBI cho la phi hop.

13. THONG TIN LIEN HE XU’ LY DIF LIEU CA NHAN

Trwdng hop Khach hang cé bat ky cau héi nao lién quan dén Diéu khoan va diéu kién chung
vé BVDLCN hodc cac van dé lien quan dén quyén cla chad thé dir liéu hodc xt ly div liéu ca
nhan cua Khach hang.

Khach hang vui 1ong lién hé theo théng tin du¢i day:

(1) DBuwdng day nbéng: 19001566

(2) Cac Cong ty thanh vién, chi nhanh va phong giao dich cua VBI.

Diéu khoan va diéu kién chung vé bao vé va xt ly di¥ liéu ca nhan nay dwoc ban hanh bang

tiéng Viét va dwoc dich sang tiéng Anh. N&i dung bang tiéng Viét sé dwoc wu tién ap dung
néu co6 bat ky sw khac biét nao gitra ban tiéng Viét va ban dich tiéng Anh.
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GENERAL TERMS AND CONDITIONS OF
PERSONAL DATA PROTECTION AND PROCESSING

. The customer agrees to apply, coordinate and commit to comply with VietinBank
Insurance Corporation's General Terms and Conditions of Personal Data Protection and
Processing

1. General provisions

1.1. General Terms and Conditions of Personal Data Protection (hereinafter collectively
referred to as “BVDLCN") are an integral part of the agreements, terms and conditions
governing the relationship between the Customer and VietinBank Insurance Corporation and
companies related to VietinBank Insurance Corporation (collectively, “VBI”).

1.2. VBI values and respects the privacy, security and safety of personal information. At the
same time, VBI always strives to protect the customer's personal information and privacy
(including related subjects of the Customer) and comply with the laws of Vietham through
protection measures. Personal data meets and complies with international standards.

1.3. VBI only collects, processes and stores the Customer's personal data in accordance with
the law and within the scope of the agreement(s) between VBI and the Customer.

1.4. By providing personal data of a third party (including but not limited to: information of
dependents, legally related persons, spouses, children and/or parents and/or the Customer's
guardian, friend, reference, beneficiary, authorized person, partner, contacts, employees, legal
representatives, authorized representatives, or other individuals of the Customer) to VBI
(hereinafter collectively referred to as the “Customer’s Related Persons”), the Customer
warrants and is responsible that (i) the Customer has obtained the legal consent of Customer’s
Related Persons for the collection, provision and processing of their personal data by VBI in
accordance with this BVDLCN, (ii) the Customer shall bear full responsibility for the fact that
VBI is the subject of processing personal information for the purposes mentioned in this
BVDLCN.

1.5. Depending on the role of VBI in each specific situation is (i) the Controller of personal
data; (ii) Personal Data Processor; or (iii) the Data Controller and Processor, VBI will exercise
its respective powers and responsibilities in accordance with applicable laws.

1.6. General Terms and Conditions of BVDLCN shall prevail in the event of any conflict or
inconsistency with the agreements, terms and conditions governing the Customer's
relationship with VBI, whether signed before, on or after the date of Customer's acceptance of
these General Terms and Conditions of BVDLCN.

1.7. All rights and obligations of VBI and the Customer in these General Terms and
Conditions of BVDLCN shall not replace, terminate or change, but shall be cumulative to the
rights that VBI and the Customer may have and nothing in these BVDLCN is intended to limit
or remove any of the rights of VBI.

2.  Explanation of terms

2.1. “Personal data” means data in digital form or information in other forms that identifies or
can be used to identify a specific individual, including basic personal data and sensitive
personal data.

2.2. "Personal Data Processing" means any operation or set of operations performed on
personal data, including one or more of the following activities: collection, analysis,
aggregation, encoding, decoding, modification, deletion, destruction, de-identification,
disclosure, public release, transfer of personal data, and any other operations impacting
personal data.
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2.3. “Customer” means any organization or individual who approaches, learns, registers,
uses or is involved in the operation and provision of products and services by VBI.

2.4. “VietinBank Insurance Corporation” includes the head office, offices, branches,
subsidiaries, member companies, and affiliated companies of VBI.

For further clarification, any terms not explained in this Article shall be construed and applied
in accordance with the laws of Vietnam.

3.  Types of Personal data processing

Depending on the nature of the products and/or services requested by the Customer from VBI,
and/or the Customer's interactions with VBI, VBI is required and/or permitted to collect and
process the following types of personal data of the Customer and the Customer’s Related
Persons:

3.1. Basic Personal Data

a.  Full name (including family name, middle name, given name at birth, and any other
names, if applicable);

b. Date of birth;

C. Gender;

d. Place of birth, place of birth registration, place of permanent residence registration, place
of temporary residence registration, current residence, hometown, and contact address;

e. Nationality;

f. Personal images;

g. Phone number, personal identification number, passport number, driver's license
number, vehicle license plate number;

h.  Marital status;

i. Family relationship information (parents, children, spouse);

j- Personal account numbers;

k. Any other information attached to or used to identify a specific individual, excluding items
specified in Article 4 of Decree No. 356/2025/ND-CP dated December 31, 2025.

3.2. Sensitive Personal Data

a. Data revealing racial or ethnic origin;

b. Political opinions, religious or belief views;

C. Information about private life, personal secrets, family secrets;

d. Health status;

e. Biometric data, genetic characteristics;

f. Data revealing sexual life or sexual orientation;

g. Criminal records or legal violations collected and stored by law enforcement authorities;
h. Individual location determined through location services;

i

Username and password for accessing electronic identification accounts; images of
identity cards, citizen identity cards, or people's identity cards;

J- Username and password for bank accounts; bank card information, transaction history
of bank accounts; financial, credit information, and records of financial, securities, insurance
activities or transactions with credit institutions, foreign bank branches, intermediary payment
service providers, securities, insurance organizations, and other authorized entities;

k. Data tracking behavior and usage of telecommunications services, social networks,
online communication services, and other online services;

l. Other personal data that the law requires to be kept confidential or protected with strict
security measures.

4. Personal Data processing activities

4.1. VBI has the right (but is not obligated) to collect personal data of the Customer and the
Customer’s Related Persons using the following methods: recording, electronic data entry,
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audio recording of verbal instructions or information, video recording, notarization,
authentication deeds, and any other methods that VBI deems appropriate.

4.2. The Customer consents to VBI collecting personal data directly or indirectly from the
Customer, Customer’s Related Persons and from one or more of the following sources
(including but not limited to):

a. Through the relationship established between VBI and the Customer when the Customer
uses VBI’s products or services, or participates in VBI's lawful programs or activities;

b. From electronic platforms, in-person meetings, correspondence (mail, phone, online, or
any other electronic communication), social media interactions, or other data collection
technologies;

C. From suppliers, service providers, partners, affiliates, and other third parties involved in
VBI’s business operations;

d. From third parties related to the Customer, such as employers, joint account holders,
guarantors, security providers, or transaction counterparties;

e. From the Insurance Supervisory and Management Department — Ministry of Finance, or
other competent Vietnamese authorities;

f. From analysis of the Customer’s activities while using VBI’'s products and services;

g. From third-party sources where the Customer has consented to the sharing/provision of
personal data, or from sources where collection is required or permitted by law.

5. Purpose of processing Personal Data

5.1. The customer agrees that VBI may process personal data for one or more of the following
purposes:

a. Verifying the accuracy and completeness of information provided by the Customer;
identifying or authenticating the Customer’s identity and performing customer due diligence;
updating personal information;

b. Processing registrations and requests from the Customer for any products or services
offered or provided by VBI;

C. Providing VBI’'s insurance products and services; handling, responding to inquiries,
complaints, and settling claims or disputes;

d. Contacting the Customer to exchange information, deliver invoices, reports, or other
related documents;

e. Notifying the Customer about benefits, changes to product or service features;

f. Managing and evaluating business operations, including designing, improving, and
enhancing the quality of VBI's products and services, or conducting marketing and
communication activities;

g. Preparing financial reports, operational reports, or other reports as required by law;

h.  Conducting checks with call-blocking registries or similar entities (if applicable);

i. Conducting market research, surveys, and data analysis related to any products or
services provided by VBI (whether performed by VBI or by a third party cooperating with VBI)
that may concern the Customer;

J- Performing customer care activities, including but not limited to contacting the Customer
to invite participation in satisfaction surveys, offer promotions or loyalty benefits, improve post-
sale service processes, and enhance overall customer experience;

h.  Sharing images and information (including, but not limited to, details of insurance
participation, claims processes, and any opinions, feedback, or evaluations provided during
product use) as promotional materials to highlight the role of insurance across mass media
and public communication channels;

I Protecting VBI’s legitimate interests and complying with applicable laws and regulations;
m.  Preventing or mitigating threats to the life, health of others, or public interest;
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n.  Complying with VBI's internal policies, procedures, and any rules, regulations,
guidelines, directives, or requirements issued by competent state authorities under the law;

0. Evaluating any acquisition request, conducting acquisition transactions, transferring
business and/or assets, or assigning/transferring rights, benefits, or obligations under
contracts between the Customer and VBI;

p. Protecting or enforcing VBI’s rights, including collecting fees, charges, and/or recovering
any debts under agreements between the Customer and VBI,;

g. Sharing with VBI’s service providers, or partners to perform services for the Customer
and/or VBI (e.g., appraisal/inspection organizations, valuation companies, medical facilities,
repair workshops, reinsurers and ceding companies, etc.);

r. For any other purpose required or permitted by applicable laws, regulations, guidelines,
and/or competent state authorities;

S. For other activities related to the provision, operation, processing, and management of
VBI’s products and services for the Customer;

t. For other business-related purposes that VBI deems appropriate from time to time;

u.  Other reasonable purposes related to the above purposes.

5.2. VBI will obtain the Customer’s consent before using the Customer’s personal data for any
purpose other than those stated in these BVDLCN.

6. Processing of personal data in some special cases

6.1. VBI will be able to record voice, video and process personal data collected from CCTV
cameras (“CCTV”) in areas where CCTV is installed (including but not limited to the area in the
corridor, the exit area/entrance area ...etc.) in accordance with the requirements to ensure
security in insurance activities and for customers as prescribed by law. However, VBI ensures
that there will be an appropriate method of naotification to the Customer in accordance with the
provisions of law.

6.2. VBI always respects and protects children's personal data. In addition to the personal
data protection measures prescribed by law, before processing the personal data of children,
VBI will perform age verification of the children and request the consent of (i) the children. child
and/or (i) the child's parent or guardian as required by law.

6.3. In addition to complying with other relevant legal regulations, for the processing of
personal data relating to declared missing persons, deceased persons, persons lacking or
having restricted civil act capacity, or persons with impaired perception and behavioral control,
VBI shall obtain consent of one of the related persons in accordance with current law.

7. Thetransfer and disclosure of personal data

7.1. Inorder to carry out the purposes and personal data processing activities set out in these
Terms and Conditions of BVDLCN, VBI may disclose the Customer's personal data or the
personal data of Customer’s relevant third parties to one or more of the following parties:

a Companies and/or organizations within VietinBank Insurance Corporation;

b. Insurance agents duly authorized by VBI,

c Reinsurance enterprises;

d Enterprise providing ancillary insurance services;

e.  Third parties involved in the administration of insurance contracts and/or the handling of
insurance benefit claims, including but not limited to: policyholders, insured persons,
beneficiaries, and/or heirs or successors of any of the foregoing; claims assistance providers,
healthcare facilities, medical professionals, repair workshops, valuation companies and our
professional advisors;

f. Contractors, service providers, or other third parties under any contract, agreement, or
other commitment entered into between such third party and VBI for the purpose of supporting
VBI's business operations or fulfilling VBI's obligations and responsibilities. Such third parties
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may include, without limitation: reward program providers, gift suppliers, co-branding partners,
loyalty program operators, advertisers, charitable organizations or non-profit entities; financial
institutions, intermediary payment service providers, information technology service providers
(software systems, etc.), cloud computing service providers, consulting firms, legal advisors,
accountants, auditors, archiving and records management service providers, digital signature
and electronic authentication service providers, postal services, printing services, and other
services related to VBI's operations and/or the provision of any products or services offered by
VBI to Customers;

g. Competent state authorities in Vietham (including but not limited to the Ministry of
Finance, investigative police authorities, the State Bank of Vietnam, inspection and audit
bodies) or any other third party to whom VBI is permitted or required to disclose information
pursuant to the laws and regulations of any jurisdiction;

h.  Dispute resolution bodies, including: mediation centers; arbitration centers; courts; and
enforcement authorities;

i. The Vietnam Insurance Association;

J- Any individual involved in exercising or maintaining any rights or obligations under the
agreement(s) between the Customer and VBI;

k.  Third parties with whom the Customer consents or VBI has a legal basis to share the
Customer's personal data.

7.2. Inaddition, individual organizations under VietinBank Insurance Corporation, traders and
strategic partners of VBI may contact the Customer regarding products, services and offers
that VBI believes the Customer may be interested in or that may provide financial benefit to
the Customer.

7.3. On the other hand, VBI will consider Customer's personal data as private and
confidential. In addition to the parties mentioned above, VBI will not disclose the Customer's
data to any other parties, except in the following cases:

a. With the consent of the Customer;

b.  When the VBI is required or permitted to disclose in accordance with the law; or under a
decision of a competent state agency;

C. When VBI transfers rights and obligations under the agreement(s) between the
Customer and VBI.

8.  Transferring Personal Data abroad

8.1. In order to fulfill the purpose of processing personal data in this BVDLCN Terms and
Conditions, VBI may have to provide/share Customer's personal data to VBI's related third
parties. These third parties may be in Vietnam or any other places outside the territory of
Vietnam.

8.2. When providing/sharing personal data abroad, VBI will require the receiving party to
ensure that the Customer's personal data transferred to them will be confidential and secure.
VBI ensures compliance with legal and regulatory obligations regarding the transfer of
Customer's personal data.

9. Customer's rights and obligations regarding personal data provided to VBI

9.1. Customers have the following rights:

a. To beinformed about the processing of personal data;

b.  To consent or refuse to consent, and to withdraw consent for the processing of personal
data;

C. To access, rectify, or request rectification of personal data;

d.  Torequest provision of, erasure of, or restriction of processing of personal data; to lodge
an objection to the processing of personal data;
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e. To lodge complaints, denunciations, initiate lawsuits, and claim compensation for
damages in accordance with the law;

f. To request competent authorities or relevant agencies, organizations, or individuals
involved in personal data processing to implement measures and solutions to protect their
personal data as prescribed by law.

9.2. To the extent permitted by law, the Customer may exercise his/her rights by contacting
VBI using the information provided in Article 13 of this BVDLCN.

9.3. VBI will, in its reasonable endeavors, execute a lawful and valid request from the
Customer within the statutory period of receipt of a complete and valid request and the
associated processing fee (if any). from the Customer, subject to VBI's right to invoke any
exemptions and/or exceptions as required by law.

9.4. In the event that the Customer withdraws its consent, requests data deletion and/or
exercises other relevant rights with respect to any or all of the Customer's personal data, the
request may not be done if the law does not allow it; Depending on the nature of the Customer's
request, VBI may consider and decide not to continue providing VBI's products and services
to the Customer. The acts performed by the Customer in accordance with this provision shall
be considered as a unilateral termination on the part of the Customer of any relationship
between the Customer and VBI, and may completely lead to a breach of the obligations.
services or contractual commitments between the Customer and VBI, and VBI reserves the
rights and legal remedies of VBI in such cases. Accordingly, VBI will not be liable to the
Customer for any loss incurred, and VBI's legal rights will be expressly reserved with respect
to limitation, restriction, suspension, cancellation. remove, prevent, or prohibit it.

9.5. For security purposes, Customer may need to make its request in writing or use another
method to prove and verify Customer's identity. VBl may require the Customer to verify his/her
identity before processing the Customer's request.

10. Personal Data Security Measures

10.1. VBI considers Customer's personal data as the most important asset of VBI and VBI
ensures confidentiality, safety, compliance with the law, limits the consequences, and potential
damage. (including but not limited to: data leakage or inappropriate data processing that
damages the legitimate rights and interests of the Customer). The responsibility of protecting
the personal data of the Customer is a mandatory requirement of VBI for all employees.

10.2. VBI fulfills its responsibility to protect personal data in accordance with applicable laws
with international standard security methods and regularly reviews and updates management
and technical measures when processing data. Customer's personal data (if any).

11. Personal data storage

11.1. Customer's personal data stored by VBI will be kept confidential. VBI will take reasonable
steps to protect Customer's personal data.

11.2. VBI will apply international standards on data security of VietinBank Insurance
Corporation on the basis of ensuring compliance with current legal regulations.

11.3. VBI stores Customer's personal data for the period necessary (at least 10 years) to fulfill
the purposes under these General Terms and Conditions of BVDLCN, unless a longer period
of personal data retention is required or for permitted by applicable laws.

12. Modification

VBI may amend, update or adjust the terms of these General Terms and Conditions of
BVDLCN from time to time. Notice of any amendment, update or adjustment will be updated,
posted on the website of VBI: https://myvbi.vn/ and/or notified to the Customer through other
means of communication as VBI deems appropriate.

13. Personal data processing contact information
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In case the Customer has any questions regarding the General Terms and Conditions of
BVDLCN or matters related to the rights of data subjects or the handling of Customer's
personal data.

Contact Us:

(1) Hotline: 19001566

(2) Member companies, branches and transaction offices of VBI.

The General Terms and Conditions of Personal Data Protection is in Viethamese and to be
translated to English. The Vietnamese document will prevail if there may be any differences
between Vietnamese version and English translation.

TONG CONG TY CO PHAN BAO HIEM VIETINBANK
Téng 10, 11 Toa nha 126 Déi Cén, Phwéng Ba Dinh, Thanh phé Ha Néi

bi. 1900 1566



